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ABOUT
KRYPTOTEL

Kryptotel is an IT security services and

product expert company headquartered

in  Dubai, United Arab Emirates.

Founded in the year 2010 in Dubai,

Kryptotel has its presence in Dubai, 

Hong Kong and Seychelles. Kryptotel

has a core focus & proven expertise in

developing secure communication

applications with strong encryption and

security features.

Kryptotel has a wide range of product

portfolio & has served a number of

clients from government, public and

private sectors. Kryptotel mainly works

in the area of: Cyber Security, Secure

Communications, Internet of Things

Security, Blockchain Technology, etc.
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Some  o f  the  ma in  p roduc t s  deve loped  by  K ryp to te l

a re :

K r y p t o P h o n e  -  Enc ryp ted  Smar tphone  fo r  secu re

commun ica t ions

K r y p t o t e l  S e c u r e  V o I P  -  M i l i t a r y -g rade  Enc ryp t ion ,  

Enc ryp ted  Vo i ce  &  V ideo  Ca l l s

K r y p t o C h a t  -  Enc ryp ted  In s tan t  Messag ing  App

M a i l 1 C l i c k  -  Enc ryp ted  web  & app  based  ma i l

V P N  O n e  C l i c k  -  VPN  c loud  se rv i ce

V o I P 1 C l i c k  -  Enc ryp ted  Vo IP  en t r y  l eve l

B 1  R o u t e r  -  W iF i  VPN  Route r

B 1  X M P P  -  Enc ryp ted  Cha t  se rve r s

B 1  D N S S E C  -  DNSSEC  se rv i ce

H igh l igh t s  o f  ou r  c loud  se rv i ces :

142 ,0000+  ac t i ve  pa id  use r s

10 ,000 ,000+  use r s  (ma in l y  VPN)

200+  se rve r s  i n  33  count r i e s

MAIN PRODUCTS

CLOUD SERVICES
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Kryp to te l ' s  co re  t eam compr i ses  o f  I T  Secu r i t y  and

Te lecommun ica t ion  expe r t s  w i th  i n -dep th  knowledge

o f  enc ryp t ion  and  commun ica t ion  p ro toco l s .  Ou r

commi tment  to  ou r  c l i en t s  i s  tha t  we  on l y  de l i ve r  the

mos t  r e l i ab le  app l i ca t i ons ,  se rv i ces  and  so lu t ions

deve loped  by  ou r  i n -house  team o f  so f twa re

eng inee r s .

We  adhe re  to  p roven  indus t r y  s t anda rd

methodo log ies  i n  deve lopment  o f  so f twa re  so lu t ions

to  ensu re  h igh  c l i en t  sa t i s f ac t i on .

SOFTWARE DEVELOPMENT

SUPPORT H24

We have  a  f i ve  member  f i r s t  l eve l  suppor t  t eam a t

work  who  work  round  24  hou r s  a  day  7  days  a  week .

Second  l eve l  suppor t  i s  ava i l ab le  on  esca la t i on  l eve l

in  the  same  t ime  f r ame ,   wh i ch  can  go  up to  the

Gene ra l  Manage r ' s  l eve l .

Spec i f i c  Se rv i ce  Leve l  Ag reement  ( SLA )  i s  ava i l ab le

on  reques t .

4



ENCRYPTION



C U S T O M  E N C R Y P T I O N

We wr i t e  cus tom enc ryp t ion  a lgo r i thms  and  p ro toco l s  wh i ch

rema in  un ique .  We  enhance  we l l  known  a lgo r i thms  to  have  a

good  base  o f  r e l i ab i l i t y  and  wor ldw ide  te s t ing  w i thou t  need

to  d i s cove r  i t .  We  in teg ra te  the  cus tom a lgo r i thms  in  ou r

commun ica t ion  so lu t ions .

Ou r  so lu t ions  have  t yp i ca l l y  have  an  enc ryp t ion  l eve l  o f  RSA

8192-b i t s  f o r  c i v i l  u sage  and  RSA  16384-b i t s  f o r  gove rnment

and  de fence  usage .

C R Y P T E X  -  C U S T O M  S U I T E

Symmet r i c  Enc ryp t ion  A lgo r i thm :

Key  l eng th  512  b i t

Works  on  b lock  128  b i t  ( l i ke  AES )

F rom 4  to  99  l aye r s  o f  enc ryp t ion  us ing  we l l  known

a lgo r i thms :  AES  256 ,  CAMELL IA  256 ,  AR IA  256 ,  SEED ,  AES

mod i f i ed ,  e t c .

ENCRYPTION
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C R Y P T E X  -  H A S H  A L G O R I T H M

Wel l  t e s ted  sou rce  code  o f  SHA512

Source  code  o f  KEKKAK  (SHA3  se lec ted  f i na l i s t )

C R Y P T E X  -  S O U R C E  C O D E

Wr i t ten  in  C  ANS I  fo r  easy  po r t ing  in  any  p la t fo rm .

Fas t  execu t ion  even  in  cheap  ARM dev i ces  l i ke  B1 .

We l l  documented  fo r  easy  secu r i t y  r ev iew .

A l ready  po r ted  on  a l l  t he  ma jo r  ope ra t ing  s y s tems :

iOS ,  Mac  OSX ,  And ro id ,  W indows ,  L inux ,  e t c .

C R Y P T E X  -  K E Y  E X C H A N G E

TOTP :  T ime  One  T ime  Password

Fas t  and  mos t  secu re  (RFC  6238 )

Mod i f i ed  fo r  easy  dep loyment  i n  the  r ea l  f i e ld

Sess ion  keys  gene ra ted  f rom va r i ab le  number  o f  SHA512
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KRYPTOPHONE



KRYPTOPHONE

Kryp toPhone  i s  an  enc ryp ted  smar tphone  by  K ryp to te l .

K r yp toPhone  has  fo l l ow ing  f ea tu res :

Enc ryp ted  Vo i ce  &  V ideo  Ca l l s

Enc ryp ted  In s tan t  Messag ing

Enc ryp ted  Ema i l s

Secu re  In te rne t  B rows ing

S E C U R E  E N C R Y P T E D  V O I C E  C A L L S

The  vo i ce  ca l l s  be tween  K ryp toPhones  a re  enc ryp ted  by

mi l i t a r y  g rade  a lgo r i thms :  F rom RSA  8192-b i t s  up  to  RSA

16384  b i t s  &  AES  256 .  The  aud io  qua l i t y  i s  c r y s ta l  c l ea r  &

wi thou t  no t i ceab le  de lay ,  even  when  the  phones  a re  i n

d i f f e ren t  con t inen t s .

K ryp toPhone  uses  a  spec i a l  commun ica t ion  p ro toco l  and

i t  works  i n  eve ry  coun t r y ,  even  in  p l aces  where  o the r  Vo IP

app l i ca t i ons  a re  b locked .
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E N C R Y P T E D  I N S T A N T  M E S S A G E S

Kryp toPhone  has  an  enc ryp ted  in s tan t  messenge r

p ro tec ted  by  m i l i t a r y  g rade  enc ryp t ion  up  to  RSA  16384

b i t s  and  AES  256

The  messages  a re  de l i ve red  a t  the  des t ina t ion  in  0 .5

seconds  o r  s to red  fo r  a  l a te r  f o rward ing  i f  t he  r ec ip i en t  i s

no t  on l ine

Even  the  t empora ry  s to rage  i s  f u l l y  enc ryp ted  by  AES  256

You  can  send  p i c tu res  o r  v ideos  d i r ec t l y  f rom the  camera

o r  f rom the  phone  memory

                               

 

P rev iew  o f  the  f i l e s  to  be  t r ans fe r red  d i r ec t l y  on  the  cha t

pane l

T rans fe r  i n  r ea l  t ime  d i f f e ren t  f i l e  t ypes  s to red  on  memory

ca rd  ( l i ke  PDF ,  x l s ,  doc ,  e t c . )

10



E N C R Y P T E D  E M A I L S

Kryp toPhone  Ma i l  works  l i ke  any  o the r  s t anda rd  ema i l

se rv i ce ,  w i th  the  add i t i on  o f  a  s t a te  o f  the  a r t  enc ryp t ion

and  e lec t ron i c  s i gna tu re  to  you r  ema i l s

The  ema i l s  a re  fu l l y  enc ryp ted  by  RSA  up  to  16384  b i t s

and  AES  256

You  can  send/ rece i ve  enc ryp ted  ema i l s  to / f rom no rma l

ema i l  add res ses

             

 

The  f i l e s  a t t ached  a re  enc ryp ted  j u s t  l i ke  ema i l  body

No  s i ze  l im i t s  f o r  a t t ached  f i l e s
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S E C U R E  V P N  E N C R Y P T E D

VPN One  C l i ck  enab les  you  to  connec t  anonymous l y  to  any

pub l i c  o r  sha red  ne twork

VPN One  C l i ck  p ro tec t s  you r  i n te rne t  t r a f f i c  f rom hack ing

and  indus t r i a l  e sp ionage ,  h ides  you r  r ea l  I P  add res s  and

keeps  you r  p r i vacy  on  in te rne t  b rowse r ,  ema i l ,  Vo IP  and

cha t .

VPN  One  C l i ck  connec t s  to  ou r  wor ldw ide  ne twork  o f  VPN

se rve r s  l oca ted  in  29  count r i e s  r ega rd les s  o f  whe re  you

a re  l oca ted .      

VPN  One  C l i ck  uses  supe r  s t rong  enc ryp t ion  w i th  RSA  up

to  16384  b i t ,  AES  256  a lgo r i thm and  OpenVPN p ro toco l  to

p ro tec t  you r  da ta  a t  the  max imum leve l

VPN  One  C l i ck  has  an  in teg ra ted  ac t i ve  de fence  sy s tem

aga ins t  >2 .000  k ind  o f  c ybe r  a t t acks

VPN One  C l i ck  keeps  no  connec t ion  logs ,  no  mat te r  wha t ,

on l y  to  ma in ta in  you r  p r i vacy
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B L A C K O U T  C A L L

Using the Blackout feature, KryptoPhone allows to make

calls to normal mobile and landline numbers in a secure way

Even the IMEI Number is wiped out!

The  ca l l  i s  f u l l y  enc ryp ted  up  to  ou r  bo rde r  ga teway  w i th

the  s t anda rd  phone  ne twork ,  you r  ne twork  connec t ion  i s

pe r fec t l y  p ro tec ted
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B L A C K O U T  C A L L

 The  Ca l l e r  ID  number  i s  e ra sed  and  rep laced  w i th  a  r andom

number   

We  use  >  70  ex te rna l  bo rde r  ga teway  to  m ix  you r  ca l l  i n

mi l l i ons  o f  o the r  ca l l s

We  keep  no  connec t ion  logs  a t  a l l

You  a re  fu l l y  anonymous  and  i f  you  a re  the  t a rge t  o f

in te r cep t ion ,  you  cannot  be  l i s t ened  to  by  the  in te r cep to r

In  case  the  no rma l  number  tha t  you  ca l l ed  upon  i s  t a rge ted ,

you r  conve r sa t ion  cou ld  be  l i s t ened  bu t  you r  i den t i t y  i s  s t i l l

s a fe

To  have  a  100% secu re  ca l l ,  bo th  Ca l l e r  and  Rece i ve r  mus t

use  K ryp toPhones
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MAIL 1CLICK

Mai l1C l i ck  i s  an  enc ryp ted  ema i l  app  f rom Kryp to te l .  Be low

are  the  h igh l igh t s  o f  Ma i l1C l i ck :

Ma i l1C l i ck  i s  ava i l ab le  on  iOS ,  And ro id ,  and  Web  In te r f ace

fo r  compute r s

Se rve r  based  on  L inux  OS  a t  you r  p re fe r red  loca t ion

Enc ryp t ion  app l i ed  to  the  commun ica t ion  channe l ,  dev i ce

and  se rve r  s to rage

Source  code  re leased  to  c l i en t s ,  f o r  secu r i t y  r ev iew

Easy  to  use ,  i t  s i gns ,  enc ryp t s  and  dec ryp t s  au tomat i ca l l y

w i th  RSA  4096  b i t s  up  to  16384  b i t s ,  AES  256  (o r  cus tom

a lgo r i thms )

Commun ica te  w i th  ex te rna l  ema i l  add res ses  c rea t ing

tempora ry  account s  i n  the  s y s tem (op t iona l )

AP I  f o r  deve lope r s  i n  XML  semant i c

S imp le  and  easy - to -use  in te r f ace

Account  c rea t ion  in  f ew  seconds

No  pe r sona l  de ta i l s  r equ i red

Send  and  rece i ve  enc ryp ted  ema i l  f r om any  Ma i l1C l i ck

use r
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M A I L 1 C L I C K

Sc reensho t s :
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M A I L 1 C L I C K

S ign  and  enc ryp t  ema i l s  au tomat i ca l l y

S e n d i n g E n c r y p t i n g

R e c e i v i n g D e c r y p t i n g
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M A I L 1 C L I C K

Send encrypted message and encrypted files-attached to any

standard email.

S e n d  s t a n d a r d  e m a i l M e s s a g e  R e c e i v e d

T e m p o r a r y  A c c o u n t  L i n k T e m p o r a r y  A c c o u n t  P a s s w o r d
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M A I L 1 C L I C K

Rece ive  s t anda rd  ema i l  f r om any  o the r  ema i l

S e n d  s t a n d a r d  e m a i l  t o
M a i l 1 C l i c k

N o  S p a m  l i n k  r e c e i v e d

N o  S p a m  V e r i f y Standard mail received on Mail1Click
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M A I L 1 C L I C K

S t a n d a r d  e m a i l
d e c r y p t i o n

S t a n d a r d  e m a i l  o p e n e d
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M A I L 1 C L I C K

Some  sc reensho t s  f rom Ma i l1C l i ck  web  in te r f ace :
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M A I L 1 C L I C K

Some  sc reensho t s  f rom Ma i l1C l i ck  web  in te r f ace :
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M A I L 1 C L I C K

Sc reensho t s  o f  Ma i l1C l i ck  on  iPad :
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VPN ONE CLICK

Kryptotel can create a custom VPN solution tailored to your

requirements based on the algorithm of your choice.

Our VPN Client is compatible and available on iOS, Android,

Mac OSX, Linux, Windows, Windows Mobile, etc.

We also have a VPN Client Router based on Linux board (WiFi

and up to 4 ethernet wired ports).

Based on your security and privacy concerns, we can have

Linux based servers located at your premise or at any

location of your choice. We will apply encryption to the

communication channel, device and server storage as well.

Thereby, maximizing the security level for you. We are also

open to releasing the source code for security review which

makes you aware of each bit of the code used.
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V P N  O N E  C L I C K

VPN One  C l i ck  i s  easy  to  use  and  t akes  j u s t  a  s ing le  c l i c k  to

connec t .
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V P N  O N E  C L I C K

VPN One  C l i ck  keeps  you r  connec t ion  and  commun ica t ion

sa fe  and  secu re .  I t  c r ea tes  a  VPN  tunne l  and  a l l  you r

commun ica t ion  i s  pas sed  v i a  th i s  tunne l  wh i ch  keeps  the

da ta  abso lu te l y  sa fe  and  secu re .
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V P N  O N E  C L I C K

Use r s  can  connec t  and  d i s connec t  to  VPN  One  C l i ck  w i th  j u s t

a  s ing le  c l i c k .
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V P N  O N E  C L I C K

V P N  O N E  C L I C K  O P E N V P N  P R O T O C O L

OpenVPN i s  an  open- sou rce  so f twa re  app l i ca t i on  tha t

imp lements  V i r tua l  P r i va te  Ne twork  (VPN)  t echn iques  fo r

c rea t ing  secu re  po in t - to -po in t  o r  s i t e - to - s i t e  connec t ions

OpenVPN a l lows  pee r s  to  au then t i ca te  each  o the r  u s ing  a

p re - sha red  sec re t  key ,  ce r t i f i ca tes ,  o r  u se rname/password

OpenVPN uses  the  OpenSSL  enc ryp t ion  l i b ra r y  ex tens i ve l y ,

a s  we l l  a s  the  TLS  p ro toco l  ( f o rmer  SSL ) ,  and  con ta ins

many  secu r i t y  and  con t ro l  f ea tu res

OpenVPN has  been  po r ted  and  embedded  to  seve ra l

s y s tems
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V P N  O N E  C L I C K

V I R T U A L  P R I V A T E  N E T W O R K

V i r tua l  P r i va te  Ne twork  (VPN)  ex tends  a  p r i va te  ne twork

ac ross  a  pub l i c  ne twork ,  such  a s  the  In te rne t .

A  VPN  i s  c rea ted  by  e s tab l i sh ing  a  v i r tua l  po in t - to -po in t

connec t ion  th rough  the  use  o f  ded i ca ted  connec t ions ,

v i r tua l  tunne l ing  p ro toco l s ,  o r  t r a f f i c  enc ryp t ions .

VPN  a l lows  employees  to  secu re l y  access  the i r  company ’ s

in t r ane t  wh i l e  t r ave l ing  ou t s ide  the  o f f i ce .

VPN  One  C l i ck  enc ryp t  a l l  t he  t r a f f i c  u s ing  s t rong

enc ryp t ion  a lgo r i thms  (RSA  up  16384  b i t s  and  AES  256 )

and  the  OpenVpn  P ro toco l
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B1 ROUTER
B1-Route r  i s  a  h igh  qua l i t y  W i f i  Rou te r  w i th  an  in teg ra ted

VPN C l i en t

B1-Route r  p ro tec t s  you r  i n te rne t  t r a f f i c  f rom hack ing  and

indus t r i a l  e sp ionage ,  h ides  you r  r ea l  I P  add res s  and  keeps

you r  p r i vacy  us ing  in te rne t  b rowse r ,  ema i l ,  Vo IP  and  cha t

B1-Route r  connec t s  to  ou r  wor ld  w ide  ne twork  o f  VPN

se rve r s  l oca ted  in  29  count r i e s

B1-Route r  u ses  supe r  s t rong  enc ryp t ion

B1-Route r  has  an  in teg ra ted  ac t i ve  de fence  sy s tem

aga ins t  >2 .000  k ind  o f  c ybe r  a t t acks

B1  Route r  se lec t s  au tomat i ca l l y  the  bes t  W iF i  channe l

You r  da ta  on  pub l i c  i n te rne t  i s  enc ryp ted ,  you r  r ea l  I P

add res s  i s  h idden  f rom the  VPN  node  and  you  a re  p ro tec ted

f rom ou r  smar t  f i r ewa l l .

B1 -Route r  c rea tes  an  enc ryp ted  tunne l  (OpenVPN)  f rom you

to  ou r  VPN  nodes .  We  have  more  than  200  VPN  nodes  i n  29

count r i e s

V P N  W i F i  R o u t e r
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B1 ROUTER

B 1  R o u t e r  A c t i v e  D e f e n c e  S y s t e m

B1-Router has integrated smart intrusion prevention system

which is able to detect >2.000 different external attacks and

to close immediately any port to the attacker using its

internal firewall.

Ac t i ve  De fence  runs  when  B1-Route r  i s  u sed  on  the  “VPN

Connec t ion  Mode” .

W i F i  S m a r t  C h a n n e l  S e l e c t i o n

B1-Route r  makes  a  smar t  ana l y s i s  i n  r ea l  t ime  and  se lec t s

the  bes t  w i f i  channe l  au tomat i ca l l y .

B1 -Route r  makes  the  bes t  se lec t i on  au tomat i ca l l y  wheneve r

i t s  necessa ry
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B1 ROUTER

B1-Route r  u ses  an  easy  web  in te r f ace .  Use r s  need  to  t ype  in

h t tp : / /b1  in  the  b rowse r .
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B1 ROUTER

B1-Route r  i s  a  beau t i fu l l y  shaped  enc losu re  made  o f  ca rbon

f ib re .  I t ’ s  l i gh te r  i n  we igh t  bu t  s t ronge r  than  s tee l .  I t

p ro tec t s  you r  da ta  f rom e lec t romagnet i c  emana t ion  l eak ing

in  a  s im i l a r  way  to  m i l i t a r y  p roduc t s  ( Tempes t ) .

B1 -Route r  i s  a  beau t i fu l l y  shaped  enc losu re  made  o f  ca rbon

f ib re .  I t ’ s  l i gh te r  i n  we igh t  bu t  s t ronge r  than  s tee l .  I t

p ro tec t s  you r  da ta  f rom e lec t romagnet i c  emana t ion  l eak ing

in  a  s im i l a r  way  to  m i l i t a r y  p roduc t s  ( Tempes t ) .

S u p e r  S t r o n g  E n c r y p t i o n
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KRYPTOCHAT

Kryp toCha t  i s  an  enc ryp ted  in s tan t  messenge r  app l i ca t i on

deve loped  by  K ryp to te l .  I t  has  a l l  t he  f ea tu res  l i ke

popu la r  messenge r  app l i ca t i ons  ava i l ab le  i n  the  marke t

bu t  the  on l y  d i f f e rence  i s  commun ica t ion  w i th  K ryp toCha t

i s  enc ryp ted .

Enc ryp ted  In s tan t  messag ing

Image ,  V ideo  and  F i l e  t r ans fe r

Aud io  o r  Vo i ce  messages

GPS  Loca t ion  Sha r ing

Vo IP  ca l l s

V ideo  Ca l l s

Aud io  Con fe rences

H igh l igh t s :

Ava i l ab le  on  iOS  and  Andro id

Se rve r s  based  on  L inux  OS  a t  you r  p remises ,  o r  any

loca t ion  o f  you r  cho i ce

Under  ac t i ve  deve lopment  web  in te r f ace  fo r  compute r s

We  can  re lease  sou rce  code  o f  the  so lu t ion  to  the  c l i en t

fo r  secu r i t y  r ev iew

Enc ryp t ion  app l i ed  to  commun ica t ion  channe l ,  dev i ce

s to rage  and  se rve r  s to rage  a s  we l l

RSA  up  to  16384  b i t s  and  AES  256  o r  cus tom a lgo r i thms

Some  o f  the  f ea tu res  o f  K ryp toCha t  a re :
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I n s tan t  messages  one - to -one  and  g roup  messag ing  w i th

Kryp toCha t :

Image ,  V ideo  and  F i l e  sha r ing  w i th  K ryp toCha t :
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GPS  Loca t ion  Sha r ing :

Aud io  and  Vo i ce  messages  w i th  K ryp toCha t :
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Crea te  and  Add  use r s  to  G roup :

T L S  –  T r a n s p o r t  S e c u r i t y  L a y e r

Transpo r t  Laye r  Secu r i t y  ( TLS )  i s  a  c r yp tog raph i c

p ro toco l  des igned  to  p rov ide  commun ica t ion  secu r i t y

ove r  a  compute r  ne twork

I t s  the  p ro toco l  a lways  used  to  ma in ta in  you r  p r i vacy

when  you  connec t  to  you r  bank  ove r  i n te rne t  ( h t tps : / /  i s

TLS  in   web  b rows ing )
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O T R  –  O f f  T h e  R e c o r d  P r o t o c o l

Of f - the -Reco rd  Messag ing ,  commonly  r e fe r red  to  a s

OTR ,  i s  a  c r yp tog raph i c  p ro toco l  tha t  p rov ides  s t rong

enc ryp t ion  fo r  i n s tan t  messag ing  conve r sa t ions

OTR  uses  a  comb ina t ion  o f  the  AES  symmet r i c - key

a lgo r i thm ,  the  D i f f i e–He l lman  key  exchange ,  and  the

SHA  hash  func t ion

In  add i t i on  to  au then t i ca t ion  and  enc ryp t ion ,  OTR

prov ides  pe r fec t  f o rward  sec recy  and  ma l l eab le

enc ryp t ion
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