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Kryptotel has its p
Hong Kong a
has a core foc

developing sec

applications wi tfong encryption and

security features.

Kryptotel has a wide range of product

portfolio & has served a number of

te s

clients from government, public and
private sectors. Kryptotel mainly works
in the area of: Cyber Security, Secure

Communications, Internet of Things

Security, Blockchain Technology, etc.
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Some of the main products developed by Kryptotel
are:

KryptoPhone - Encrypted Smartphone for secure
communications

Kryptotel Secure VolP - Military-grade Encryption,
Encrypted Voice & Video Calls

KryptoChat - Encrypted Instant Messaging App
MaillClick - Encrypted web & app based mail

VPN One Click - VPN cloud service

VolP1Click - Encrypted VolP entry level

B1 Router - WiFi VPN Router

Bl XMPP - Encrypted Chat servers

Bl DNSSEC - DNSSEC service

Highlights of our cloud services:
142,0000+ active paid users

10,000,000+ users (mainly VPN)

200+ servers in 33 countries

: &) Kryptotel



Kryptotel's core team comprises of IT Security and
Telecommunication experts with in-depth knowledge
of encryption and communication protocols. Our
commitment to our clients is that we only deliver the
most reliable applications, services and solutions
developed by our in-house team of software
engineers.

We adhere to proven industry standard
methodologies in development of software solutions

to ensure high client satisfaction.

We have a five member first level support team at
work who work round 24 hours a day /7 days a week.
Second level support is available on escalation level
Iin the same time frame, which can go upto the
General Manager's level.

Specific Service Level Agreement (SLA) is available

on request.
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CUSTOM ENCRYPTION

We write custom encryption algorithms and protocols which
remain unique. We enhance well known algorithms to have a
good base of reliability and worldwide testing without need
to discover it. We integrate the custom algorithms in our

communication solutions.

Our solutions have typically have an encryption level of RSA
8192-bits for civil usage and RSA 16384-bits for government

and defence usage.

CRYPTEX - CUSTOM SUITE

Symmetric Encryption Algorithm:

Key length 512 bit

Works on block 128 bit (lLike AES)

From 4 to 99 layers of encryption using well known
algorithms: AES 256, CAMELLIA 256, ARIA 256, SEED, AES

modified, etc.

: &) Kryptotel



CRYPTEX - HASH ALGORITHM
Well tested source code of SHAS512

Source code of KEKKAK (SHA3 selected finalist)

CRYPTEX - SOURCE CODE

Written in C ANSI| for easy porting in any platform.
Fast execution even in cheap ARM devices like B1.
Well documented for easy security review.

Already ported on all the major operating systems:

10S, Mac OSX, Android, Windows, Linux, etc.

CRYPTEX - KEY EXCHANGE

TOTP: Time One Time Password

Fast and most secure (RFC 6238)

Modified for easy deployment in the real field

Session keys generated from variable number of SHA512

7 &) Kryptotel
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KryptoPhone is an encrypted smartphone by Kryptotel.

KryptoPhone has following features:

e Encrypted Voice & Video Calls
e Encrypted Instant Messaging
e Encrypted Emails

e Secure Internet Browsing

Secure Communications

SECURE ENCRYPTED VOICE CALLS

The voice calls between KryptoPhones are encrypted by
military grade algorithms: From RSA 8192-bits up to RSA
16384 bits & AES 256. The audio quality is crystal clear &
without noticeable delay, even when the phones are in

different continents.

™ 2 =B
4 5 6
§ B8 49
0 #

KryptoPhone uses a special communication protocol and
It works In every country, even in places where other VolP

applications are blocked.

9 &) Kryptotel



ENCRYPTED INSTANT MESSAGES

e KryptoPhone has an encrypted instant messenger
protected by military grade encryption up to RSA 16384
bits and AES 256

e The messages are delivered at the destination in 0.5
seconds or stored for a later forwarding if the recipient is
not online

e Fven the temporary storage is fully encrypted by AES 256

 You can send pictures or videos directly from the camera

or from the phone memory

AE T A L10:52AM

Com AN, K Aa W

eeeeeeeeee

e Preview of the files to be transferred directly on the chat
panel
e Transfer in real time different file types stored on memory

card (lLike PDF, xls, doc, etc.)

10 &) Kryptotel



ENCRYPTED EMAILS

e KryptoPhone Mail works like any other standard email

service, with the addition of a state of the art encryption

and electronic signature to your emails

e The emails are fully encrypted by RSA up to 16384 bits

and AES 256

e YOou can send/receive encrypted emails to/from normal

email addresses

\

e cma

FI S

Test
E mark.zaky@mail.com

INBOX

~ "
test.kryptotel@mail... _+ O\ "

2016-02-20 16:40

HEOX $ =l 5o+ 1800
Inbox B 47
test kryptotel@mail click. Ig e >
testing.kryptotel
Disable Forwarding
Test

Auto Destroy Timeout

0 Files Attached Never
A

| e e Send Email

Hello, how are you

; om ] !
1121304506708 900

+ixl=l=0%0_Hele]¥iw
@i #1st/1~1&l*1 (1)
1f'r2-ln::,?ﬁ

ot English{UK)
ABC | @ i N

Decrypting mail.. Please wait

e The files attached are encrypted just like email body

e No size Limits for attached files

11
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SECURE VPN ENCRYPTED

12

VPN One Click enables you to connect anonymously to any
public or shared network

VPN One Click protects your internet traffic from hacking
and industrial espionage, hides your real IP address and
keeps your privacy on internet browser, email, VolP and
chat.

VPN One Click connects to our worldwide network of VPN
servers located in 29 countries regardless of where you
are located.

VPN One Click uses super strong encryption with RSA up
to 16584 bit, AES 256 algorithm and OpenVPN protocol to
protect your data at the maximum level

VPN One Click has an integrated active defence system
against >2.000 kind of cyber attacks

VPN One Click keeps no connection logs, no matter what,

only to maintain your privacy

&) Kryptotel



BLACKOUT CALL

Using the Blackout feature, KryptoPhone allows to make
calls to normal mobile and landline numbers in a secure way

Even the IMEI Number is wiped out!

IMEI

null / null

e The call is fully encrypted up to our border gateway with
the standard phone network, your network connection is

perfectly protected

SR, INTERNET

o -

BORDER
GATEWAY

B1-PHOMNE
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BLACKOUT CALL

The Caller ID number is erased and replaced with a random

number

9986012345

e We use > /0 external border gateway to mix your call in
millions of other calls

e We keep no connection logs at all

e You are fully anonymous and if you are the target of
Interception, you cannot be listened to by the interceptor

e I[n case the normal number that you called upon is targeted,
your conversation could be listened but your identity is still
safe

e To have a 100% secure call, both Caller and Receiver must

use KryptoPhones

14 &) Kryptotel
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MaillClick is an encrypted email app from Kryptotel. Below

are the highlights of MaillClick:

e MaillClick is available on i0S, Android, and Web Interface
for computers

e Server based on Linux OS at your preferred location

e Encryption applied to the communication channel, device
and server storage

e Source code released to clients, for security review

e Fasy to use, it signs, encrypts and decrypts automatically
with RSA 4096 bits up to 16384 bits, AES 256 (or custom
algorithms)

e Communicate with external email addresses creating
temporary accounts in the system (optional)

e AP| for developers in XML semantic

e Simple and easy-to-use interface

e Account creation in few seconds

e No personal details required

e Send and receive encrypted email from any MaillClick

user

16 &) Kryptotel



MAIL1CLICK
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Screenshots:

£ TR gl 100%MW 17:28

MaillClick

Secure Email

New Account Registration

User Name

Password

Re-enter Password

Generate Password D Show/Hide Password

Alternate Email

Registration Instructions:

User Name should not contain symbols.

Password should be at least 10 letters long. Password should
include at least one upper case and one lower case letter.
Password should include at least one symbol and one number.

2 TR gl 99%W 17:33

sSuccess

Registration Successful. Click OK
to go to your INBOX.

OK

)g ?n ||I 1[]!.']‘551-;':.. 17:33

Mail1lClick

Secure Email

New Account Registration

test.kryptotel@mail1click.com

Password Strength; Strong ------======---

Generate Password I:I Show/Hide Password

Alternate Email

TR2030485)6070809)0

qgEwjelirjtiyjujlifioflp

afllsfidifigihfijikil!

4 z|/x'civib' nim a&a

— English(UK) 7
= - . Next

< @ & % Z 0 .al oo% W 17:38

- INBOX
- @ - nd, Q
— test.kryptotel@mail... =+

No messages found in this folder

&) Kryptotel



MAIL1CLICK

Sign and encrypt emails automatically

Sending

[ 08 2 TR .al o5 W 18:00

Inbox d
@ test. kryptotel@mail1click. E é+ >

testing.kryptotel

|| Disable Forwarding
Test

Auto Destroy Timeout

0 Files Attached Never p

| Send Email
BOLD | ITALIC |ULINE & SIZ

Hello, how are you

| ? | !

’

BEEABAOAEBRHBAL

+EXA-I=0%0_QE€E]EQ¥ W
i@ #0sh/7021&l*1 (1)

1/2 _ 1 n : ; ) ? u
o English(UK) ?
ABC = @ S K
Receiving
[ @ B 2 T al 8= M 18:02
INBOX
= = Q
-— testing.kryptotel@m... + -
e Test 2016-02-20 13:46
|| ISHl test kryptotel@mail1click.com S
P Re: New Encrypted .. 2015-12-18 11:55
[] 24 bone.test.k@gmail.com :Lif

18

Encrypting

[4] Saving screenshot

INBOX
test.kryptotel@mail... —

| ? | !

TH2030405060708190

+EXA=A=0%0_QRENER¥IW

i@ #0 s/~ 1&l*1 ()

2
] !

Sym eﬂ English(UK) ‘ ‘_|

Decrypting

[«] Saving screenshot

Decrypting mail.. Please wait

@@ Kryptotel



MAIL1CLICK

Send encrypted message and encrypted files-attached to any

standard email.

Send standard email

@ EE 2 TR .l 98%H 19:14

Inbox b
test.kryptotel@mail1click. Ig ﬁ+ >

_mark.zaky@mail.com N = _

Test

Screenshot_2016-02-20-18-02-56.png
_ Delete Files |

BOLD || ITALIC ULINE| SIZE COLOR LINK | HTML

Hello, in attached your picture.
See you soon!

Byd

Temporary Account Link

2 T .al o8%H 19:17

& mm.mail.com MORE

@ a 1&1 company ‘@) Logout ‘

| ¢ Back | 7

From: test.kryptotel@maillclick.com

New Encrypted Message

02.20.16 04:15 PM Go to options
I've just sent you an encrypted message, you can click on this

https://www.mail1click.com/readencryptedmessage.php?
msgid=7Lj9Ls40r65g2Qo9Tb0Km2Vo1Uy5Np5SHa9HmM6Sa3l

Mail1Click is a secure email service, for more information: hitps://www

E Reply
m Reply All
8 Forward

Y Remove

¥ Move To

+; Not Spam
™ p

| < Back | [top|

< A A a

Back Home Bookmarks Tabs

19

Message Received

2 TH .al 8%H 19:16

& mm.mail.com MORE

@ a 1&1 company

: £ Folders m ‘ Refresh ‘

® Spam

test.kryptotel@mail1click.com 04:15 PM

New Encrypted Message

Emails: 1-1/1

:)( Remove | | Choose action v | m

< A M a

Back Home Bookmarks Tabs

Temporary Account Password

2 Z0 .al 8%l 19:18

& www.maillclick.com MORE

& Mail1Click

@ | markzaky@mailclick.com

You have received an encrypted message:

IpTauryZelngd(q)6. JFOBUGHD] ; *F.t* il {e}rintewl}
HEEB0Tmn-Uridtfol|-mil_Eg-Y)POowZ*2 als{Uh.L_t

WA W 0FEAR{ACDT ] eFNOQ 2afa, 91

(this 15 an encrypticn sasple not the real messageld

Please insert a password to read it, reply and send other
encrypted messages:

Read your Mossage
The passweed should containg uppercase and lowercase betters, number and special sign like |-}z« ><mec.ete.) and
it should be long 10 chars minsmiem, This 15 a valid password generated far you

S5T#pY6T&fC6J

You can copy/paste it in the above fields or decide to insert a completely
different password.

Copyright @ 2013 Kryptotel llc. All rights reserved.Terms of Use |
Privacy Policy | Mews - Proudly made in United Arab Emirates =

< A A (4]

Back Home Bookmarks Tabs

@Kryptotel



MAIL1CLICK

Receive standard email from any other email

Send standard email to No Spam link received
MaillClick

2 A .al 9sx M 20:47

2 T 0 .al os% MW 20:52

& mm.mail.com MORE & mm.mail.com MORE
@ a 1&1 company /(D Logout \ @ a 1&1 company
B send Compose (¢Back | (L] (@] 1/3
To: ~ From/CC/BCC From: no-reply@maillclick.com
|, test.kryptotel@mailicl... | Validate your message to: test.kryptotel@mail1click.com
\iJ 02.20.16 05:49 PM Go to options
Subject: We received a message from your email address but your are
Test clicking here:
https://www.mail1click.com/validate_your_message.php?
Thanks for the picture! msgid=4Wi9lb6li6Ny3Yg8Px4Ym9Zs5Tw7Xy7Ilv0Gd1YI4Pz4)
Bye

This step is requested only one time to block email spammin

Mail1Click is a secure email service, for more information: ht

E Reply
m Reply All
'@Add attachments:‘ 4 Forward
'[ﬁ] Delete
Save]m i Move To
® Spam
$ 1) (X ] (2] < 1) % (2]
Back Home Bookmarks Tabs Back Home Bookmarks Tabs

No Spam Verify Standard mail received on MaillClick

3 7 0 .al osx W 20:52 ") 2 = B uf oe% M 20:53
- - INBOX
£ www.maillclick.com MORE - = Q
- test.kryptotel@mail... =)=
@ Mail1Click
: - (X Test 2016-02-20 16:40
[] E mark.zaky@mail.com S
1~
- /7> NO SPAM
EneneiEm i
< #» [X] a8
Back Home Bookmarks Tabs

20 @Kryptotel



MAIL1CLICK

Standard email Standard email opened
decryption

2 7 B .al 93% W 20:53 H @ & 2 5 B .l 5% MW 20:54

Subject: Test
From: mark.zaky@mail.com

To: test.kryptotel@mail1click.com
0 Files Attached

Thanks for the picture!Bye

Decrypting mail.. Please wait

( & 6 &

21 @@ Kryptotel



MAIL1CLICK

Some screenshots from MaillClick web interface:

e 00 Mail1Click - Free Secure Email e
[ 4 | > J [I'd’] [ + [ https @ www.mailLclick.com ¢ | Reader J [O]

@ Mall1 CIICk Email Password Login

Home Personal ~ Business - Developers - Service Providers ~ About ~ Contacts -

Mail1Click is a FREE AND SECURE EMAIL SERVICE that uses
strong encryption to keep your communications safe.

o - Simple easy-to-use interfaces. °
- Sign and encrypt email automatically
- Send encrypted messages to any standard email.
- Receive encrypted email from any mailiclick user. -
- Receive standard email from any other email &y
- 9end/receive files-attached always fully encrypted. "‘%

™ /
Copyright © 2013 Kryptotel lic. All rights reserved.Terms of Use | Privacy Policy | News - Proudly made in United Arab Emirates oo
e 00 Maill Click - Secure Email e
[ 4| P> J [E."] [ + | & https & www.maillclick.com/kmmails.php?kmty=0 ¢ | Reader ] [0]
@ Mail1Click 2 ezio.auditore@mailclick.com

# New Message Search alkr]

s ° s

™ Sent From Subject Date

i Trash
* ezio.auditore@mailicl... Lunch next week February 05 .

+ Manage Folders -
* caterina.demedici@mai... Happy Christmas 2013/12/30 .

+ Manage Contacts -
* samuele.landi@mailicl... Leonardo da Vinci 2013/12/30 0

+ Manage Anti-Spam

+«— Pravious 1 Next —

22 &) Kryptotel



MAIL1CLICK

Some screenshots from MaillClick web interface:

80oe Maill Click - Secure Email i
(<> | [E2] [+ |@ hupsa www.mailLclick.com/km |
@ Mail1Click A ezio.auditore@maillclick.com
# New Message From ezio.auditore@mail1click.com @
& Inbox LS caterina.demedici@mailclick.com x
& Sent
Cc
i Trash
Bcc
+ Manage Folders _
Subject )
Meeting
+ Manage Contacts
+ Manage Anti-Spam (Choose rite | "0 file selected
no file selected Auto Destroy ~~"NO-== 5 Forward Allowed o Yes
B @ @ « & W B = Q) | [ source
B I &5 L || |1z 2 %9 | | Styles - || Mormal - || P
Hello Caterina, how are you?
body p A
800 Maill Click - Secure Email i
| | P ] [I'd’] [ -+ & https & www.maillclick.com/kmview_mail.php?kmty=0&kmtyo=0&8kmid=50&dycr=N X | Reader ‘ [0]

25
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MAIL1CLICK

Screenshots of MaillClick on iPad:

iPad = 3:36 PM 19% @ iPad = 3:34 PM 19%

Mail1 Click

Inbox [] O\
ezio.auditore@mail1click.com

ezio.auditore@mailiclick.c... 2014-02-05 17:51:35

Mail1Click o

Lunch next week f

Secure Email! S caterina.demedici@mail1cl... 2013-12-30 05:06:39
:‘ Happy Christmas ﬂ_b

- - : - N samuele.landi@mailiclick.... 2013-12-30 05:03:27
ezio.auditore@mail1click.com [ | iissnandsdsiing f

Reply Reply All Forward — Delete

= Lunch next week 2014-02-05 17:51:35
Sign Up Or Log In From: ezio.auditore@mailiclick.com Show Details

To: ezio.auditore@mailiclick.com

Please confirm as soon as possible.

Mail1Click is your intuitive, efficient, and Secure
encrypted Mailbox!

iPad = ¢ 3:34 PM 19% @k iPad = 3:36 PM 19%

Mail1 Click New Message

Inbox 0 Q 4 =

ezio.auditore@mail1click.com : i ; :
caterina.demedici@mailiclick.com

Inbox ezio.auditore@mailiclick.c... 2014-02-05 17:51:35
Lunch next week ﬂb’

Sent -

Trask caterina.demedici@mailicl... 2013-12-30 05:0659 Meeting
Happy Christmas ﬂ_

Dear Caterina, how are you?
R samuele.landi@mail1click.... 2013-12-30 05:03:27
:| Leonardo da Vinci E}

)
<P << m
Reply Reply All Forward = Delete
ek tjav g 3B Yl AR Jeul at OV THOpXON O3z 2014-02-05 17:51:35
From: ezio.auditore@mail 1click.com Show Details

To: ezio.auditore@maili click.com

FepGF8jcS 1z Yifx/NIYiJ4vYUNxdQIZY Ocb17coFITTQTL+Tzq9g8 V42 Ik TvwlAn/xmpVIGsRPqpQerHo+wZjlel
YrI031940Eynw8NO7jCTYpAZLToZUU Y t4h TVOuTmjeCCuXn/0d/ fx SNCQy9qjw3 EzPUYqDANY fvgbE3C3Gyzhli
ERxyaJCEleaKlz/ZEqls8nmnBRuTaveQNVAJN |SK4Q0gP5wnCugZuZuty XbMLTZD4/04U0
MawPg62xKipIPetVitlPp75uqY S40AECDHI2Su [AHLWouYoyBPMwIPg2poPIT94bQK68rcgnl
SBVvKOVMs+Pn6RebQ9RTM|9%endgmuF gPX3 wVoF62bQBrqTe8Y wNyVEFIt0Y TiinBD/RrP
oKYSDmdliZza22bhsRqxLOSyFNIns+clSCnT SR o TXTany ate M V' pLim Y Sg3INTRxQAdyUwAPD4KkR et/ VC
mrl04RNIL20THRX/CCG8gh Y F/pkb41qSI3t3 Y Kb&NmFtgDYKAWCmD45nidHon/RTkO

NORIFMIIbZLbILVIMIAmMIOPPeXwil4z46plhex Z2he 0T xtIIXX 6v4Qef TFro X wngr 3INmRiule 7320h0ie TiQ=5ExZ
Z2xXTVBIMit5clhPdVpUTUI3SVY 5aCt0a29qc2N6VSICA X Ive2RISkALBIBN WS GaE 1 WK Otndj Y 1 Zk ImUA==

A S D F G H J K L return

2123 @ 2123
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Kryptotel can create a custom VPN solution tailored to your
requirements based on the algorithm of your choice.

Our VPN Client is compatible and available on i0S, Android,
Mac OSX, Linux, Windows, Windows Mobile, etc.

We also have a VPN Client Router based on Linux board (WiFi

and up to 4 ethernet wired ports).

Based on your security and privacy concerns, we can have
Linux based servers located at your premise or at any
location of your choice. We will apply encryption to the
communication channel, device and server storage as well.
Thereby, maximizing the security level for you. We are also
open to releasing the source code for security review which

makes you aware of each bit of the code used.
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VPN ONE CLICK

VPN One Click is easy to use and takes just a single click to

connect.

@ [ B £ T ol 9% W 12:49

One single
click

to connect

B1Vpn is a service that protects your
privacy online and unlocks all blocked
services by connecting to a Vpn Server.

Actual IP and Origin Country
80.227.149.130 - United Arab Emirates

Proxy Connection
Switch Proxy Connection

Proxy
Connect Random
Connect to a server in a Random

Country

Connect to Canada I*I

Connect to a server in Canada

Connect to Usa
Connect to a server in the USA

Connect to Austria
Connect to a server in Austria

—

Connect to France
Connect to a server in France

Do-H@© @

B1Vpn is a service that protects your B_‘I\.fpn is a service that protects your
privacy online and unlocks all blocked privacy online and qnlocks all blocked
services by connecting to a Vpn Server. services by connecting to a Vpn Server.
Actual IP and Origin Country Actual IP and Origin Country
80.227.149.130 - United Arab Emirates 87.117.203.12 - United Kingdom

Connect to Sweden

Connect to a server in Sweden

Connect to Austria
Connect to a server in Austria

Connect to Swiss
Connect to a server in Switzerland

Connect to France
Connect to a server in France

+iT

Connect to UK

—
il
—

N Lz
Connect to Germany Connect to a server in the United 2 IS
Connect to a server in Germany Kingdom
Connect to Iceland Connect to Chile
Connect to a server in Iceland Connect to a server in Chile
Connecting.. Please wait.. Connect to Panama
Check your phone's top notification area for Connect to a server in Panama
connection status.
onnect to Luxembourg Connect to Hong Kong e
Connect to a server in Luxembourg Connect to a server in Hong Kong
~~ s o 1 | e
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VPN ONE CLICK

VPN One Click keeps your connection and communication
safe and secure. It creates a VPN tunnel and all your
communication is passed via this tunnel which keeps the

data absolutely safe and secure.

W stay Safe

e "r'l'llll':'r::'h'.:i' R

Actual 1P and Onge Sauntry
199217 1184 - Unned Stales

Prosy Connection M
Cambch Prooony o e i

Connect Bandom

Connect o Usa
Conai=Cl |J @ sdrder a1 Thie LI5S

Connect o Austria

Connect o France

Cnenn@=cl o Dheriman

VPN MNode
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VPN ONE CLICK

Users can connect and disconnect to VPN One Click with just

a single click.

Do-@HOE 3 30 .aloxm 1612

B1Vpn is a service that protects your
privacy online and unlocks all blocked
services by connecting to a Vpn Server.

One single
click
to disconnect

Actual IP and Origin Country
213.171.221.245 - United Kingdom

Support [

Contact our Support on-line

Disconnect
Disconnect any Vpn still active

Check Ip Address
Check what is your public Ip Address g™
ELITE Valid Till 2020-09-01

ELITE SUBSCRIPTION # click here to @

read a detailed description of our Vpn

Service

Activation Code v
View your Activation Code

Fastest Server

Connect to the Fastest Server

H@o-@C@E 3 FTH.aloxm1672

<

E & ©¥o1 2 FH .al %MW 16:13

B1Vpn is a service that protects your
privacy online and unlocks all blocked
services by connecting to a Vpn Server.

Actual IP and Origin Country

B1Vpn is a service that protects your
privacy online and unlocks all blocked
services by connecting to a Vpn Server.

Actual IP and Origin Country
80.227.149.130 - United Arab Emirates

Cancel Confirmation Connect to a server in Russia -
Disconnect the connected Support | o
: Contact our Support on-line
__ VPN/cancel the connection B o
attempt? Disconnect fr)
Disconnect any Vpn still active

CANCEL OK

Check Ip Address
Check what is your public |p Address ¥

~“CNecCKwnart Is you
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ELITE Valid Till 2020-09-01
ELITE SUBSCRIPTION # click here to
read a detailed description of our Vpn

Service

Activation Code @/

View your Activation Code

Fastest Server -,.'f

ELITE Valid Till 2020-09-01
ELITE SUBSCRIPTION # click here to
read a detailed description of our Vpn

Service

Activation Code Vv

View your Activation Code

Fastest Server B/
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VPN ONE CLICK

VPN ONE CLICK OPENVPN PROTOCOL

e OpenVPN is an open-source software application that
iImplements Virtual Private Network (VPN) techniques for
creating secure point-to-point or site-to-site connections

e OpenVPN allows peers to authenticate each other using a
pre-shared secret key, certificates, or username/password

e OpenVPN uses the OpenSSL encryption library extensively,
as well as the TLS protocol (former SSL), and contains
many security and control features

e OpenVPN has been ported and embedded to several

systems

t VPN
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VPN ONE CLICK

VIRTUAL PRIVATE NETWORK

e Virtual Private Network (VPN) extends a private network
across a public network, such as the Internet.

e A VPN is created by establishing a virtual point-to-point
connection through the use of dedicated connections,
virtual tunneling protocols, or traffic encryptions.

e VPN allows employees to securely access their company’s
Intranet while traveling outside the office.

e VPN One Click encrypt all the traffic using strong
encryption algorithms (RSA up 16384 bits and AES 256)

and the OpenVpn Protocol

P i P i
| i | = i
- —
PPFER F'PRFEF
|

. |
PPERP

<\
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e Bl1-Router is a high quality Wifi Router with an integrated
VPN Client

e Bl-Router protects your internet traffic from hacking and
Industrial espionage, hides your real |IP address and keeps
your privacy using internet browser, email, VolP and chat

e Bl-Router connects to our world wide network of VPN
servers located in 29 countries

e Bl1-Router uses super strong encryption

e Bl1-Router has an integrated active defence system
against >2.000 kind of cyber attacks

e Bl Router selects automatically the best WiFi channel

VPN WiFi Router

B1l-Router creates an encrypted tunnel (OpenVPN) from you
to our VPN nodes. We have more than 200 VPN nodes in 29

countries

B1-ROUTER

A
N
y ) () E ]
535 -«
Q= o~

VPN Mode

Your data on public internet is encrypted, your real IP
address is hidden from the VPN node and you are protected

from our smart firewall.
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Bl ROUTER

Bl Router Active Defence System

B1-Router has integrated smart intrusion prevention system
which is able to detect >2.000 different external attacks and
to close immediately any port to the attacker using its

internal firewall.

B1 - ACTIVE DEFENCE

Active Defence runs when B1-Router is used on the “VPN

Connection Mode”.

WiFi Smart Channel Selection

B1-Router makes a smart analysis in real time and selects

the best wifi channel automatically.

B1-Router makes the best selection automatically whenever

Its necessary
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Bl ROUTER

Bl-Router uses an easy web interface. Users need to type

http://bl in the browser.

mgo7

MORE

‘ B1-Router

Administrator Login:

Admin Password

Info

- "Admin Password" is the password requested
to access this control panel.

< A & al

Back Home Bookmarks Tabs

2 =0 .al 7% MW 00:58

Settings
>3 Connection Mode
@ Country Gateway
£ Wifi Name
@ Wifi Password
afl Wifi Uplink

@ Admin Password

Info Status and Support

"Status” gives you the current status of the
device, tap on the selection to refresh it;
"Subscription” show the expiring date of your
subscription;

"Subscribe" allows you to activate/extend the
subscription to the service;

"Log View" show the internal log, useful for the
support or debugging reason;

"WebSite" open our public website.

Info Settings

35

$ A .al 7% W 00:57

& @ 2 TR .al 97% M 00:59

2 %0 .al 97 M 00:58

i b1 MORE

B1-Router

Your Ip Address:
Status and Support

7 Status:

B Subscription Validity: 2020-12-31
¥ Subscribe

i= Log View

A Website

/ Support

Settings

O -

< S &4 R @

Back Home Bookmarks Tabs

‘ B1-Router

Connection Mode:

© Full Vpn Protection (include streaming services)
© Streaming Services from US (Netflix/Hulu)
® Direct Connection to Internet

Info

- "Full Vpn Protection” keeps you device
connected by a strong encrypted Vpn to our
gateway, no one can intercept your traffic, this
is the most secure way. It allows to use
streaming service from abroad, selecting the
related country gateway.

- "Streaming Services from US" makes a smart
routing to allows you to watch the common
streaming services from the United States

laaninAa a Airant nannant far tha Athar intarnat
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Bl ROUTER

B1l-Router is a beautifully shaped enclosure made of carbon
fibre. It’s lighter in weight but stronger than steel. It
protects your data from electromagnetic emanation leaking

In a similar way to military products (Tempest).

Super Strong Encryption

Bl-Router is a beautifully shaped enclosure made of carbon
fibre. It’s lighter in weight but stronger than steel. It
protects your data from electromagnetic emanation leaking

In a similar way to military products (Tempest).
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KryptoChat is an encrypted instant messenger application

developed by Kryptotel. It has all the features like

popular messenger applications available in the market

but the only difference is communication with KryptoChat

IS

encrypted.

Some of the features of KryptoChat are:

Highlights:

38

Encrypted Instant messaging
Image, Video and File transfer
Audio or Voice messages

GPS Location Sharing

VolP calls

Video Calls

Audio Conferences

Encrypted Messaging

\. — J

Available on iOS and Android
Servers based on Linux OS at your premises, or any
location of your choice

Under active development web interface for computers
We can release source code of the solution to the client
for security review

Encryption applied to communication channel, device
storage and server storage as well

RSA up to 16384 bits and AES 256 or custom algorithms

&) Kryptotel



KRYPTOCHAT

Instant messages one-to-one and group messaging with

KryptoChat:

Hello Alex! encrypting.. &

How are you doing? encrypting... &

Encrypted text messages. encrypting.. &

The lock next to the messages signifies
encryption.

encrypiing... i

39

/

& &

-

2 members

Hello All. 306 pm &
Group chats are encrypted with this app. 306 pm & .

The lock icon next to messages signifies
encryption.

3:07 pm &

A @ &

& sy

J

AlE

< Cchat

Alex
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KRYPTOCHAT

Audio and Voice messages with KryptoChat:

N

AEE

< chat (AN 2=

never seen

98 KB - encrypting . &

11 MB - encrypting.. &

&

24
encrypting.. &

Z3 KB - encrypting... i@

@ [

G4

-

AlEE

< chat AN '€~

never seen

—

GPS Location Sharing:

A EE T A w1731

{chat A i % [% []

never seen

11 MB - encrypting.. &

— %

ancrypting.. &

40

T XA @173

AT |

98 KB - encrypting.. &

11 MB - encrypting... &

T

encrypting... &

23 KB - encrypting.. i

@ &

Share Location

KNOWIL
VILL
Palm Jumeira
%Q"b
& Umm Sugeim
Céb‘
v 3
2
DU
NITEDA

® Concord Tower

DUBAI
MEDIA CITY

Internet City
sl s disse

CANCEL

&) Kryptotel
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KRYPTOCHAT

Create and Add users to Group:

-

T A 4 10:53 AM

Mote: To add a new Member, the member contact should
Create Group Searbior Do

p Name

ADD CONTACTS

CANCEL CREATE

START CHAT

TLS - Transport Security Layer

e Transport Layer Security (TLS) is a cryptographic
protocol designed to provide communication security
over a computer network

e |[ts the protocol always used to maintain your privacy

when you connect to your bank over internet (https:// is

TLS in web browsing)
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KRYPTOCHAT

A [ 7 A L 10:52 AM

Cchat A AleX G B 0

never seen

hello encrypting.. &

The text messages with Kryptochat are TLS — When you select TLS as
encrypted. encryption option you are using the
R same encryption used from any

banks for the home banking
. access.

5

98 KB - encrypting... &

2 @ &

() Your Number: 564166
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KRYPTOCHAT

OTR - Off The Record Protocol
e Off-the-Record Messaging, commonly referred to as

43

OTR, is a cryptographic protocol that provides strong

encryption for instant messaging conversations

e OTR uses a combination of the AES symmetric-key

algorithm, the Diffie-Hellman key exchange, and the

SHA hash function

e |[n addition to authentication and encryption, OTR

provides perfect forward secrecy and malleable

encryption

Encrypted Messaging

&) Kryptotel



Kryptotel Business

admin@kryptotel.net ';
/ +971 - 4 453 1170 :

_Agh Y y "
? -- - ‘.{‘__ Ef'—-ﬂ ' i,
www.kryptotel.net o
S A AR . '.' 0 ."'».---'-*;.-“.'.___'
- " Y

YN
| Pl
£ L e oy e
{ LU= -
» i 3
T :";-t
B iy
& i L A
R K ;
S 3

&) Kryptotel




F1

_.‘-m::_

Jrotnan
o
ratnan
F3

£ 3

£

£ 2

_ﬁnnu_-E

LLELLE]
ﬁ-u-ﬂ
_-_‘-.._
_*:-x-.
_ﬁa.u_-:
;-..i...
hg.--
LEELL
ECCEES
ﬁ..gn.

o

[
£1

_'-luntf

e

_‘-l--.

----_

_-:n-_n.-_

o

o

LLLLL

o

_‘.-.r.i.
_h.-.u-__
EEEEE
_ﬁ...-—_
LLEEL]
_--.:-.7

——-__uiu_

—‘n-nwtt.
_ﬁc:tﬂ_
LLLLLL

i
il
o

_1=‘-rau.

ol
il

—

I
lhed
o

e

1_-1_-_-_

a
.
a

.
i
L

1.-.#.-,—-_

ﬂﬂt-:-.—.

el I
o

™

LLLLE]

.

LELLL]

e (5

W

Ll

——1n-u-_ _ﬁ

]
el

el
ﬂﬂt LLLLL

ﬂﬂ.-#a.-n_

_--_-"_

e () e e (5]
& I Il = Il I I
ol I I I T I e o I I T e e
Rl = I = I v R < IR v = IR e
o IR I e I e I IR I I T ISl o B
= 1= 1= Rl = R = 1= = - R S N
() e £ G 6 e £
I I e I B e
o e
i I I I e I ﬂ o 2 v 2] e () v 2
S T I R I o S Y e
- B BB L8 -~ DO -0~
' I _
Firass |
s (Gl e (Gl (G e ..u. .,ﬁu_ 2 B ..
o [l Gl (Gl e [ S U I el B OB NN NN R
=) v (2 =”u_f _______
o I I »
Bl £ ,
L R, i o) L
(ol
o T a re ] N R [ ¢ e
() o A ) e
N m 5| 15 w Y B e (] g

el

s __ﬁ

i

-.l_-:u.
IR

rl _ -

o b

ol .,rr...l...J

- u‘I .-'iu_ "
I LR

|

el |

)

LULLL]

FZ-LLC

Dubai

LLLL]
—_-_--.:_

B =
Rl

Kryptotel

Office 115, Building 12,

[ o

.a-x-—

LLLidLL

!

Internet Cit

ab Emirates.

_.-i..--_

| TUE)

J

I

Dubai, United

I

LLLLL]

LELLLS

n.-::

LELLL ]

LLLELS

e

¥

www.kryptotel.net

—_ =—-x-=_




